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Vorstellung Referenten



Agenda

• Notes on Service Pack 1 ... and beyond!





Logfile CleanUp #1/6



Transport Logs (e.g. Message Tracking, Send/ReceiveProtocolLogs, ConnectivityLogs,…)
 default location = <ExchangeInstallPath>\TransportRoles\Logs\*

Transaction Logs (Backup based Logfile Truncation, Circular Logging)

 default location = <ExchangeInstallPath>\Logging\*

 default location = <SystemDrive>\inetpub\logs\LogFiles\*
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Function CleanLogfiles($E2K13Srv, $TargetFolder, $LogDays)

{

$TargetServerFolder = \\$E2K13Srv\$TargetFolder

if (Test-Path $TargetServerFolder) {

$Now = Get-Date; $Files = @()

$LastWrite = $Now.AddDays(-$LogDays)

[array]$Files = Get-ChildItem $TargetServerFolder -Include *.log -Recurse | Where {$_.LastWriteTime -le "$LastWrite"}

If ($Files.count -gt 0) {

Write-Host "Removing files '$($Files.Count)' older than '$LastWrite' from Log-Directory: $TargetServerFolder" -Foregroundcolor Green

Foreach ($File in $Files) {

Write-Host "Deleting file $File" -ForegroundColor "Red"

Remove-Item $File -ErrorAction SilentlyContinue | out-null

}

} Else {Write-Host "No Files older than '$LastWrite' to remove from Log-Directory: $TargetServerFolder" –Foregroundcolor Yellow}

} Else {Write-Host "The folder $TargetServerFolder doesn't exist! Check the folder path!" -ForegroundColor "red"}

}
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$LogWindowsDays=35 # Change the number of days here

# Simple Version: Get local logfile locations & expect Exchange Servers are configured identically for remote logfile purging

Import-Module WebAdministration

$PathIISLog = (Get-WebConfigurationProperty "/system.applicationHost/sites/siteDefaults" -name logfile.directory).Value

$PathIISLogUNC = $PathIISLog.Replace("%SystemDrive%",$env:SystemDrive).Replace(":","$")

$PathExchangeLogging = $env:ExchangeInstallPath + "Logging\"

$PathExchangeLoggingUNC = $PathExchangeLogging.Replace(":","$")

# Get Exchange 2013 Servers

$AllE2013Srv = Get-ExchangeServer | Where {$_.IsE15OrLater -eq $true}

# Call CleanLogfiles Function for each desired Loggingfolder

Write-Host "Removing IIS and Exchange Logs, older than: $LogWindowsDays" -ForegroundColor Green

Foreach ($E2013Srv in $AllE2013Srv) {

CleanLogfiles $E2013Srv.Name $PathIISLogUNC $LogWindowsDays

CleanLogfiles $E2013Srv.Name $PathExchangeLoggingUNC $LogWindowsDays
}
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Logfile CleanUp #5/6

Removing files '2' older than '09/13/2014 11:02:11' from Log-Directory: \\EX1301\C$\inetpub\logs\LogFiles\

Deleting file \\EX1301\C$\inetpub\logs\LogFiles\W3SVC1\u_ex140612.log
Deleting file \\EX1301\C$\inetpub\logs\LogFiles\W3SVC2\u_ex140612.log

Removing files '66' older than '09/13/2014 11:02:13' from Log-Directory: \\EX1301\C$\Program Files\Microsoft\Exchange Server\V15\Logging\

Deleting file \\EX1301\C$\Program Files\Microsoft\Exchange Server\V15\Logging\CmdletInfra\Others\Cmdlet\MSExchangeHMWorker.exe_7644_Cmdlet_2014061209-1.LOG
Deleting file \\EX1301\C$\Program Files\Microsoft\Exchange Server\V15\Logging\CmdletInfra\Others\Cmdlet\MSExchangeHMWorker.exe_7644_Cmdlet_2014061210-1.LOG
Deleting file \\EX1301\C$\Program Files\Microsoft\Exchange Server\V15\Logging\CmdletInfra\Others\Cmdlet\MSExchangeHMWorker.exe_7644_Cmdlet_2014061211-1.LOG
Deleting file \\EX1301\C$\Program Files\Microsoft\Exchange Server\V15\Logging\CmdletInfra\Others\Cmdlet\MSExchangeHMWorker.exe_7644_Cmdlet_2014061212-1.LOG
Deleting file \\EX1301\C$\Program Files\Microsoft\Exchange Server\V15\Logging\CmdletInfra\Others\Cmdlet\MSExchangeHMWorker.exe_7644_Cmdlet_2014061213-1.LOG
Deleting file \\EX1301\C$\Program Files\Microsoft\Exchange Server\V15\Logging\CmdletInfra\Others\Cmdlet\MSExchangeHMWorker.exe_7644_Cmdlet_2014061214-1.LOG
Deleting file \\EX1301\C$\Program Files\Microsoft\Exchange Server\V15\Logging\CmdletInfra\Others\Cmdlet\MSExchangeHMWorker.exe_7644_Cmdlet_2014061215-1.LOG
Deleting file \\EX1301\C$\Program Files\Microsoft\Exchange Server\V15\Logging\CmdletInfra\Others\Cmdlet\MSExchangeHMWorker.exe_7644_Cmdlet_2014061216-1.LOG
Deleting file \\EX1301\C$\Program Files\Microsoft\Exchange Server\V15\Logging\CmdletInfra\Others\Cmdlet\MSExchangeHMWorker.exe_7644_Cmdlet_2014061217-1.LOG
Deleting file \\EX1301\C$\Program Files\Microsoft\Exchange Server\V15\Logging\CmdletInfra\Others\Cmdlet\MSExchangeHMWorker.exe_7644_Cmdlet_2014061218-1.LOG
Deleting file \\EX1301\C$\Program Files\Microsoft\Exchange Server\V15\Logging\CmdletInfra\Others\Cmdlet\MSExchangeHMWorker.exe_7644_Cmdlet_2014061219-1.LOG
Deleting file \\EX1301\C$\Program Files\Microsoft\Exchange Server\V15\Logging\CmdletInfra\Others\Cmdlet\MSExchangeHMWorker.exe_7644_Cmdlet_2014061220-1.LOG
Deleting file \\EX1301\C$\Program Files\Microsoft\Exchange Server\V15\Logging\CmdletInfra\Others\Cmdlet\MSExchangeHMWorker.exe_7644_Cmdlet_2014061221-1.LOG
Deleting file \\EX1301\C$\Program Files\Microsoft\Exchange Server\V15\Logging\CmdletInfra\Others\Cmdlet\MSExchangeHMWorker.exe_7644_Cmdlet_2014061222-1.LOG
Deleting file \\EX1301\C$\Program Files\Microsoft\Exchange Server\V15\Logging\CmdletInfra\Others\Cmdlet\MSExchangeHMWorker.exe_7644_Cmdlet_2014061223-1.LOG
Deleting file \\EX1301\C$\Program Files\Microsoft\Exchange Server\V15\Logging\CmdletInfra\Others\Cmdlet\MSExchangeHMWorker.exe_7644_Cmdlet_2014061300-1.LOG
Deleting file \\EX1301\C$\Program Files\Microsoft\Exchange Server\V15\Logging\CmdletInfra\Others\Cmdlet\MSExchangeHMWorker.exe_7644_Cmdlet_2014061301-1.LOG
Deleting file \\EX1301\C$\Program Files\Microsoft\Exchange Server\V15\Logging\CmdletInfra\Others\Cmdlet\MSExchangeHMWorker.exe_7644_Cmdlet_2014061302-1.LOG
Deleting file \\EX1301\C$\Program Files\Microsoft\Exchange Server\V15\Logging\CmdletInfra\Others\Cmdlet\MSExchangeHMWorker.exe_7644_Cmdlet_2014061303-1.LOG
Deleting file \\EX1301\C$\Program Files\Microsoft\Exchange Server\V15\Logging\CmdletInfra\Others\Cmdlet\MSExchangeHMWorker.exe_7644_Cmdlet_2014061304-1.LOG
...

[PS] C:\sysman\scripts>.\Logs.CleanUp.ps1



1. Implement the Logfile CleanUp Script as daily scheduled maintenance task
(for each Exchange Server, locally or remotely)

2. Before removing logfiles copy them to another location e.g. zipped

3. Determine IIS Logfiles Path for each remote Exchanger server individually

4. Determine Exchange Install Path for each remote Exchanger servers individually
and determine customized Exchange Logging Path configurations

5. Write a logfile  instead of standard output only
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Receive Connectors are configured per Exchange Server

Additional Receive Connectors are often created and operated
(e.g. managed SMTP internal delivery or external relay for application servers)

Their configuration should be kept the same on all servers where a same RC is configured

Transfer of current RC configuration in a migration scenario or just to an additionally 
installed Exchange Server is required from time to time and executed manually it is 
laborious and error-prone. 

e.g. because of extensive RemoteIPRanges lists or any non-default configuration detail

Migrate Receive Connectors #1/4



# Exchange 2013 Mail flow configuration – Create new E2K13 RECEIVE Connectors based on existing one(s) from E2K7

$SourceServer = "E2K7-SRV01"

$E2K13Servers = "E2K13-SRV01,E2K13-SRV03,E2K13-SRV03"

$ReceiveConnectors = Get-ReceiveConnector -Server $SourceServer | where {($_.Name -notlike "Client*") -and ($_.name -notlike "Default*")}

$TargetServers = $E2K13Servers.Split(",") | Get-ExchangeServer

Foreach ($TargetServer in $Targetservers) {

Foreach ($RC in $ReceiveConnectors) {

# Copy basic RC settings: 

New-ReceiveConnector -Server $TargetServer.Name -Name $RC.name -Bindings $RC.Bindings -RemoteIPRanges $RC.RemoteIPRanges

-AuthMechanism $($RC.AuthMechanism) -PermissionGroups Anonymous -MaxMessageSize $RC.MaxMessageSize -TransportRole:FrontendTransport

} 

}
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1. Restore Anonymous Relay if PermissionGroup «custom» was used

2. Export/Import Setting via XML  see next Tip

3. Include additional Receive Connector Settings

-AuthMechanism | -Banner | -Bindings | -ChunkingEnabled | -Comment | -ConnectionTimeout | -ConnectionInactivityTimeout | -DefaultDomain | -DeliveryStatusNotificationEnabled | 

-DomainSecureEnabled | -EightBitMimeEnabled | -EnableAuthGSSAPI | -ExtendedProtectionPolicy | -ExtendedProtectionTlsTerminatedAtProxy | -LongAddressesEnabled |  

-Enabled | -MessageRateLimit | -MaxInboundConnection | -MaxInboundConnectionPerSource | -MaxInboundConnectionPercentagePerSource | -MaxHeaderSize | -MaxHopCount | 

-MaxLocalHopCount | -MaxLogonFailures | -MaxMessageSize | -MaxProtocolErrors | -MaxRecipientsPerMessage | -Name | -OrarEnabled | -PermissionGroups | 

-PipeliningEnabled | -ProtocolLoggingLevel | -RequireEHLODomain | -RemoteIPRanges | -RequireTLS | -SizeEnabled | -TarpitInterval | -TransportRole
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# Exchange 2013 Mail flow configuration – Create new E2K13 RECEIVE Connectors based on existing one(s) from E2K7

$SourceServer = "E2K7-SRV01"

$E2K13Servers = "E2K13-SRV01,E2K13-SRV03,E2K13-SRV03«

$ReceiveConnectors = Get-ReceiveConnector -Server $SourceServer | where {($_.Name -notlike "Client*") -and ($_.name -notlike "Default*")}

$TargetServers = $E2K13Servers.Split(",") | Get-ExchangeServer

Foreach ($TargetServer in $Targetservers) {

Foreach ($RC in $ReceiveConnectors) {

# Copy basic RC settings: 

New-ReceiveConnector -Server $TargetServer.Name -Name $RC.name -Bindings $RC.Bindings -RemoteIPRanges $RC.RemoteIPRanges

-AuthMechanism $($RC.AuthMechanism) -PermissionGroups Anonymous -MaxMessageSize $RC.MaxMessageSize -TransportRole:FrontendTransport

# Allow Anonymous Relay if PermissionGroup "custom" was used: 

If ($RC.PermissionGroups -match "Custom"){

$rcid = $TargetServer.Name + "\" + $RC.name

Get-ReceiveConnector -Identity "$RCID" | Add-ADPermission -User "NT AUTHORITY\ANONYMOUS LOGON"

-ExtendedRights "Ms-Exch-SMTP-Accept-Any-Recipient«

}

} 

}
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Restore Anonymous Relay if PermissionGroup «custom» was used





If you are applying changes to Exchange settings or want to store for other reason current 
Exchange configuration information (such as user email addresses, virtual directory or 
receive connectors configurations). You can easily store configuration data that you might 
need for comparison and retrieve easily or even restore it afterwards.

Often Export-Csv is used to export configurations data e.g. because of its easy-
interpretable format (Notepad, Excel). In this case you additionally need to overcome the 
challenge to export multivalued attribute content.

Tip: Export and store configuration data in XML files.
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If you don’t specifically address multivalued attributes then the content of such 
attributes is not available in your file export but gets typically replaced by:

MultiValuedProperty

MultiValuedProperty

MultiValuedProperty

ADMultiValuedProperty
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Export-Clixml allows including ALL properties without any additional data handling.

Import-Clixml allows us to retrieve our original exportet configuration (Get-Mailbox, 
Get-ReceiveConnector, ...) we piped to Export-Clixml, including ALL the properties that 
have been available and included at that time.

Therefore we can use the same approach to examine what the configuration has been 
as we would query current values from Exchange Servers now.

With the difference of loading the data with Import-Clixml first.
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How to store Exchange Settings #4/6

[PS] C:\temp>Get-Mailbox pascal.riedo | FL SamAccountName,EmailAddresses,PrimarySmtpAddress

SamAccountName : pascal.riedo

EmailAddresses : {smtp:rip@lab.local, SMTP:pascal.riedo@lab.local}

PrimarySmtpAddress : pascal.riedo@lab.local

[PS] C:\temp>Get-Mailbox pascal.riedo | Export-Csv .\pascal.riedo.csv

[PS] C:\temp>Import-Csv .\pascal.riedo.csv | FL SamAccountName,EmailAddresses,PrimarySmtpAddress

SamAccountName : pascal.riedo

EmailAddresses : Microsoft.Exchange.Data.ProxyAddressCollection

PrimarySmtpAddress : pascal.riedo@lab.local

[PS] C:\temp>
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[PS] C:\temp>Get-Mailbox pascal.riedo | FL SamAccountName,EmailAddresses,PrimarySmtpAddress

SamAccountName : pascal.riedo

EmailAddresses : {smtp:rip@lab.local, SMTP:pascal.riedo@lab.local}

PrimarySmtpAddress : pascal.riedo@lab.local

[PS] C:\temp>Get-Mailbox pascal.riedo | Export-Clixml .\pascal.riedo.xml

[PS] C:\temp>Import-Clixml .\pascal.riedo.xml | FL SamAccountName,EmailAddresses,PrimarySmtpAddress

SamAccountName : pascal.riedo

EmailAddresses : {smtp:rip@lab.local, SMTP:pascal.riedo@lab.local} 

PrimarySmtpAddress : pascal.riedo@lab.local

[PS] C:\temp>



Get-Mailbox john.doe | Export-CliXml .\john.doe.xml -Encoding Unicode

Get-Mailbox –Resultsize Unlimited | Export-CliXml .\Mbx.xml -Encoding Unicode

Get-ReceiveConnector EX1301\ReceiveInternal-ForRelay | Export-CliXml .\RC_EX1301.xml

Get-ReceiveConnector | Export-CliXml .\RC_All.xml -Encoding Unicode

Get-OwaVirtualDirectory | Export-Clixml .\OWAVirtualDirectories.xml -Encoding Unicode

Get-OutlookAnywhere | Export-Clixml .\OutlookAnywhere.xml -Encoding Unicode

Get-User -ResultSize Unlimited | Export-CliXml .\Usr.xml -Encoding Unicode
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We use this method to analyze & compare undocumented customer Exchange 
configurations in order to visualize and even document customizations



How to store Exchange Settings #more tips

Select examples for expanding multivalued properties

Get-Mailbox john.doe | Select EmailAddresses

Get-Mailbox john.doe | Select -ExpandProperty EmailAddresses

Get-Mailbox john.doe | Select Name,
@{Name=’EmailAddresses’;Expression={[string]::join(";", ($_.EmailAddresses))}}

Set-Mailbox john.doe -EmailAddresses @{Add='newaddress@lab.local'}

Set-Mailbox john.doe -EmailAddresses @{Remove='newaddress@lab.local'}





Re-installing any lost DAG member #1/6



Re-installing any lost DAG member #2/6

http://tinyurl.com/recoverserver
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Re-installing any lost DAG member #4/6

setup /m:recoverserver /iacceptexchangeserverlicenseterms
/mapi http://support.microsoft.com/kb/2931223

setup /AddUmLanguagePack:de-DE /SourceDir:c:\Installation\E2013_SP1_files 
/iacceptexchangeserverlicenseterms



Re-installing any lost DAG member #5/6

$Srv = Get-ExchangeServer <lost node name>

# Virtual Directories

Set-ActiveSyncVirtualDirectory –Server $Srv -InternalURL "https://vip.company.com/Microsoft-Server-ActiveSync"

Set-EcpVirtualDirectory –Server $Srv -InternalURL "https://vip.company.com/ecp"

Set-OabVirtualDirectory–Server $Srv -InternalURL "https://vip.company.com/OAB"

Set-OwaVirtualDirectory–Server $Srv -InternalURL "https://vip.company.com/owa"

Set-WebServicesVirtualDirectory–Server $Srv –InternalURL "https://vip.company.com/EWS/Exchange.asmx"

# SCP

$Srv | Get-ClientAccessServer | select *uri

Set-ClientAccessServer -$Srv –AutoDiscoverServiceInternalUri
"https://vip.company.com/Autodiscover/Autodiscover.xml"

netsh

Add-DatabaseAvailabilityGroupServer -Identity <DAG name> -MailboxServer $Srv.Name



Re-installing any lost DAG member #6/6

Add-MailboxDatabaseCopy -Identity <DB01> -MailboxServer $Srv.Name
# PAUSE and check if OK for 1st DB!
Add-MailboxDatabaseCopy -Identity <DB02> -MailboxServer $Srv.Name
# Repeat for all involved DBs





Maintenance Mode #1/5

• Empty queues, 

$exscripts



Maintenance Mode #2/5

http://tinyurl.com/E2013Maint

Set-ServerComponentState <ServerName> -Component HubTransport -State Draining -Requester
Maintenance

Restart-Service MSExchangeTransport

Restart-Service MSExchangeFrontEndTransport # if Server has CAS role installed

Redirect-Message -Server <ServerName> -Target <MailboxServerFQDN> 

Suspend-ClusterNode <ServerName>

Set-MailboxServer <ServerName> -DatabaseCopyActivationDisabledAndMoveNow $True



Maintenance Mode #3/5

Set-MailboxServer <ServerName> -DatabaseCopyAutoActivationPolicy Blocked

Set-ServerComponentState <ServerName> -Component ServerWideOffline -State Inactive

-Requester Maintenance 

Set-ServerComponentState <ServerName> -Component ServerWideOffline -State Active

-Requester Maintenance 

Resume-ClusterNode <ServerName> 

Set-MailboxServer <ServerName> -DatabaseCopyActivationDisabledAndMoveNow $False
Set-MailboxServer <ServerName> -DatabaseCopyAutoActivationPolicy <as it was before>

Set-ServerComponentState <ServerName> -Component HubTransport -State Active
-Requester Maintenance

Restart-Service MSExchangeTransport

Restart-Service MSExchangeFrontEndTransport # if Server has CAS role installed
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Maintenance Mode #5/5

function Check-MailboxServerStateUP([string] $server){

$mstateUP = $true

$mbx = Get-MailboxServer -Identity

$server | select DatabaseCopy*

if ($mbx.DatabaseCopyActivationDisabledAndMoveNow -ne $false){$mstateUP = $false}

if ($mbx.DatabaseCopyAutoActivationPolicy -ne "Unrestricted") {$mstateUP = $false}

return $mstateUP

} 

$overallstate $true $true 
$srv = «EXSRV01»
$overallstate = $true

if (!(Check-ComponentStateUP $srv)) {$overallstate = $false}
if (!(Check-MailboxServerStateUP $srv)) {$overallstate = $false}
if (!(Check-ClusterNodeStateUP $srv)) {$overallstate = $false}
if (!(Check-ExServicesUP $srv)) {$overallstate = $false}
# ...

$overallstate 
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... and beyond!



New in Exchange Server 2013 SP1



MAPI over HTTP – Basics



EAC Command Logging – Basics



EAC Command Logging – Basics







DAGs w/o Cluster Admin Access Points





http://aka.ms/PowerShell_WFC



Edge Transport Server – Basics

 NO PowerShell connect to EDGE Box
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